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Disgruntled employees, 3
parties with access

Qutsiders

Criminals, governments,
activists, researchers, etc.
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Uber Personal information on 815K Canadian customers compromised

@ Information on 1.13 million customers potentially vulnerable

(Y\  information on 95K job applicants compromised

O Altair product compromised by backdoor malware.
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Hackers use Triton malware to shut down
plant, industrial systems

The malware has been designed to target industrial systems and critical infrastructure,

E‘ By Charlie Osborne for Zero Day | December 15, 2017 - 0954 GMT (0154 PST) | Topic: Securt
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Air Gapped Networks Avoid “The Cloud”
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' tuxnet worm enters the
facility network through
an infected USB stick.

L.

" Stuxnet spreads
looking for computers
running Siemens
Step 7 control
software for PLCs

It programs PLCs to
increase the speed of
the centrifuges, while
reporting back “ok”
status to operators

Stuxnet was deployed in 2009.
The number of destroyed
centrifuges grew quickly until it
was found in 2010.

Source: IAEA, ISIS, FAS, World N
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“The Cloud” is more secure than you think

Data Sovereignty Data Security

Driven by data privacy concerns Will my data be safe in the cloud?

Office of the
Privacy Commissioner
of Canada

Privacy Act

The Personal Information and
Electronics Document Act
(PIPEDA)

What does PIPEDA apply to? Microsoft Cyber Defense Operations Center

Prevent Breach: Protect perimeter ~ Assume Breach: War Game/Penetration test

Personal Information
(customers, employees)
solely dependent
on protected

Security development lifecycle perimeter

Red team

covert attempts at
penetration and
exploitation

Blue team
centralized

detection and
response; not

Attack Vector

Will a cloud connection make me vulnerable?

Schneider

Electric
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Okay, but how can Schneider
help me with this?



Cyber security for the operational life cycle

People

QO
Today’s Focus I:I L_____l Process

Technology

+LII:|L|I:| D Technology

Consulting, risk Secure architecture Security control Proactive monitoring System upgrades
assessment, solution design (hardware and software) of network and host patches, awareness
gap analysis implementation security devices and incident response

Security Security Security Advanced
awareness engineer administrator expert
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Cybersecurity in the Schneider Cloud
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Innovation At Every Level
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Innovation At Every Level
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Schneider is Committed to Cybersecurity

Cybersecurity Portal Product Security Office Education / Awareness
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