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Some questions need quick answers...

Critical facilities and their critical questions

You get a phone call in the middle of

the night from your boss telling you

that portions of your critical facility
have lost power.

Each minute that power is unavailable
your company is losing thousands of
Dollars!

How do you get answers quickly?
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EcodPtruxure’
Power SCADA Operation

1 What is Power SCADA Operation

2 What’s New in PSO 2020
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Innovation at Every Level: Power SCADA Operation
Power SCADA Operation (PSO) brings edge control to power distribution
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EcoStruxure Power Edge Control Offers
PSO and PME
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EcodPtruxure’ |
Power Monitoring Expert

Standard Offer

Configurable by end users
Segment specific historical
applications

Multi-user Dashboards

Cco @truxure‘“

Power SCADA Operation

Premium Offer

Redundant architecture

Real time alarming w/ largest systems
Real time control of critical loads
Extensive protocol support

Highly customizable user experience
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Native Architectural Redundancy

Providing peace-of-mind that your system is reliable when the worst case scenario happens

Power SCADA
Client

Power SCADA
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(Standby)
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Primary Server

Communicating
device

Lifels On | Schneider
& Electric



Open Standard Protocols and Data Exchange

Large variety of protocols allows for vendor agnostic equipment communication

Wide Range of Protocol Support

Distributed

DN P3 Network

Protocol
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OPC support
> OPC UA client
> OPC DA v2 client & server
> OPC AE vl server
Database connectivity
> ODBC, OLE-DB, SQL
Other Schneider Electric software

> Web Services to integrate alarms with
EcoStruxure Building Operation
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1 What is Power SCADA Operation

2 What’s New in PSO 2020
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PSO 2020 Major Scope Themes

Modern Graphics + Alarms Microgrid Cybersecurity Ready
(Native HTML5) Ready Maintain optimal security
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Next Generation PSO Web Client

Why a next generation web client for PSO?
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Next Generation PSO Web Client

Meeting IT compliance needs for native web client run-time experience
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Next Generation PSO Web Client

Graphic features details
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“‘Reimagined” Intelligent One-Line Engine

Current PSO Power graphics re-created for new
PSO 2020 web client

Ability to import .TGML, .SVG (Scalable Vector
Graphics), .DXF and .DWG (autocAD) and convert
to pan/zoom graphics

Ability to import other non-scalable image
formats bitmap (.bmp, .dib), GIF, ICO, JPEG
(.Jpg, .jpeq, .jpe, .jfif, .ewif), metafiles (.wmf,
.emf), PNG, TIFF

Importing non-scalable images will not convert them to scalable format

Ability to export to .TGML, .BMP, .GIF, .JPEG,
PNG and .TIFF

Support for client side JavaScript
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PSO alarm aggregation
The Right Information at the Right Time

Incident History — Recent Incidents

[EB] > ] [ Last7Days

v [ Q_Search Incident Display

1-50 o7 200 Incide|

Update in 0:08 =
3 Over Voltage Alarms (Voltage Phases AB) 5.75 sec ago
3 Devices Sample Device 1, Sample Device 2, Sample Device 3 Duration: 4.51 sec
3 Over Voltage Alarms (Voltage Phases AB) 16.9 sec ago
3 Devices Sample Device 1, Sample Device 2, Sample Device 3 Duration: 3.06 sec
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Incident: Sag - 5 Devices - 1/26/2019 1:37:32.113 PM (Pacific Standard Time) - 2,491 ms
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PSO 9.0 Architecture

Before

PSO Server

Citect Data Acquisition Engine <:| Power Device Profile Editor
(Modbus, ION, IEC-61850, DNP3, etc.)
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Legend

PSO 2020 Architecture
‘Underthe Hood' @ @) @

Communication via
HTTP w/ TLS 1.2 and 1.3

.

Native Web Graphics 1
S ULalks Al \ Rendering EngFi)ne \<::E EXSP Graphics Editor \
API - Data Abstraction Layer | : '

Citect Data Acquisition Engine <:| Power Device Profile Editor
(Modbus, ION, IEC-61850, DNP3, etc.)
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Multi-source support

Animated one-line to visualize multi-source electrical system status

= o X
Power SCADA Operation X+
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ONELINES ALARMS TRENDS DASHBOARDS REPORTS SETTINGS

Utility ACTIVITY HIGHLIGHTS
2kwW

Demand Change Limit
Grid Consumption

Renewable Penetration Rate
Rate of Load Shed

Max export limit to Utility
Power Quality:
Distortion Power Factor

Sheddable Load Distortion Power
.. Grid Instances:

No of Grid Disconnection
Mean Time of Grid Disconnection
Grid Availability:

Consumed Power
Frequency

) ) Grid Followmg Storage  Voltage
Grid Forming Storage 9 Disconnection Time
2kwW still Available Time to Feed 100% Load
l * - I Available Power
Protection Scheme:

Active Settings Group

Photovoltatic Generator(Genset)
11

Wind Turbine
2 kW

Storage:
Grid Forming SoC
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Cybersecurity for the OT - IEC 62443

IEC 62443 - international cybersecurity Operational Technology (OT) standard with various

levels of robustness against Cyber threats
Cyber Security
m IEC TR-62443-1.2 m IEC TR-62443-1.4
‘Q Terminology, Master glossary of System security IACS security
concepts and models terms and abbreviations compliance metrics lifecycle and use-case

. ®
TUVRheinland

www.tuv.com

1D 0600000000
T
5 E IEC TR-62443-2.2 IEC TR-62443-2.3 IEC 62443-2.4
°3 R s i ] i
. e . o9 equirements for an Implementation guidance Patch mar n Security program
Today PSO is SL1 certified to comply with S8 | s Sbon | | oo || tercsemomment || |\ SUEEETL
o o

IEC 62443 standard at the component level:

« |EC 62443-4.1: Assess a supplier’s product — m p—
development lifecycle for industrial Zonesand condt Loty oo

automation and control systems (IACS)

components

. . IEC 62443-4.1 IEC 62443-4.2
© IEC 62443_4.2: Deflnes the Securlty Produclt_jevelo;:g‘lent regﬁﬁgmg?:;?grum‘(’is
requirements for components of an IACS

IEC
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PSO 2020 — End to end secure communication
Moving towards 62443 4-2 SL2 certification with additional encryption options

g,f@ ‘W ®

Power SCADA

Client
N
1 H*B - ==l
Primary Server Secondary Server
\ 4 v Y

QS ——

Lifels On | Schneider
& Electric






Multi-cluster architecture

Monitor multiple PSO systems from single client

PSO Center Cluster
06

Ethernet Communication Network

PSO Servers PSO Servers
PSO Cluster 1 i : PSO Cluster N

__________________________________________________________________________
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Multi-cluster architecture

Flexibility to mix product versions for simpler system management

PSO Center Cluster

e

Ethernet Communication Network

PSO Servers PSO Servers
PSO Cluster 1 i : PSO Cluster N

__________________________________________________________________________
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PSO available in multiple languages

Enabling non-English speakers in 40+ countries where PSO has been sold
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Inrfovation At Every Level




Even more native Modbus drivers

Connecting to our other ‘Hero Offers’

MasterPact MITZ

FUTURE READY
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Commercial Updates

OS, SQL, Availability Dates



PSO 2020 Software Support Matrix

Operating Systems and SQL support

Windows Operating Systems

« Windows 10 Professional/Enterprise

*  Windows Server 2012 R2 Standard/Enterprise . .
*  Windows Server 2016 Standard Wln OWS@7
* New for PSO 2020! Windows Server 2019

SQL Server editions (applicable when using Advanced Reporting Module)

«  SQL Server 2012 Express/Standard/Enterprise/Business Intel.,SP2

*  SQL Server 2014 Express/Standard/Enterprise/Business Intel.

* SQL Server 2016 Express/Standard/Enterprise/Business Intel.

« SQL Server 2017 Express/Standard/Enterprise/Business Intel. (included with Advanced Reporting)
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About Power SCADA Operation 2020

Internal commercial information

* EcoStruxure Power SCADA Operation 2020 is:

* Free upgrade for customers with software
assurance

« Paid upgrade from PSO 9.0 and previous versions

» Release date for PSO 2020 end of January 2020

EcodPtruxure’

Power SCADA Operation
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